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Abstract— Every organization has a mission. In this digital era, as organizations use automated information technology (IT) systems1 to process their 
information for better support of their missions, risk management plays a critical role in protecting an organization’s information assets, and therefore its 
mission, from IT-related risk. 
Risk is the net negative impact of the exercise of a vulnerability, considering both the probability and the impact of occurrence. Risk management is the 
process of identifying risk, assessing risk, and taking steps to reduce risk to an acceptable level. This paper  provides a foundation for the development 
of an effective risk management program, containing both the definitions and the practical guidance necessary for assessing and mitigating risks identi-
fied within IT systems. The ultimate goal is to help organizations to better manage IT-related mission risks. 
Index Terms— Information Technology, Risk Management, Risk Assessment. 

——————————      —————————— 

1 INTRODUCTION                                                                     

A management information system (MIS) is a system or 

process that provides the information necessary to manage an 
organization effectively. MIS and the information it generates 
are generally considered essential components of prudent and 
reasonable business decisions. 
The importance of maintaining a consistent approach to the 
development, use, and review of MIS systems within the insti-
tution must be an ongoing concern of both bank management 
and OCC examiners. MIS should have a clearly defined 
framework of guidelines, policies or practices, standards, and 
procedures for the organization. These should be followed 
throughout the institution in the development, maintenance, 
and use of all MIS. 
MIS is viewed and used at many levels by management. It 
should be supportive of the institution's longer term strategic 
goals and objectives. To the other extreme it is also those eve-
ryday financial accounting systems that 
are used to ensure basic control is maintained over financial 
recordkeeping activities. Financial accounting systems and 
subsystems are just one type of institutional MIS. Financial 
accounting systems are an important functional element or 
part of the total MIS structure. However, they are more nar-
rowly focused on the internal balancing of an institution's 
books to the general ledger and other financial accounting 
subsystems. For example, accrual adjustments, reconciling and  
 

 
correcting entries used to reconcile the financial systems to 

 
 
the general ledger are not always immediately entered into 
other MIS systems.[9] 
 
Accordingly, although MIS and accounting reconcilement to-
tals for related listings and activities should be similar, they 
may not necessarily balance. 
An institution's MIS should be designed to achieve the follow-
ing goals: 
• Enhance communication among employees. 
• Deliver complex material throughout the institution. 
• Provide an objective system for recording and aggregating 
information. 
Management Information Systems 2 Comptroller's Handbook 
• Reduce expenses related to labor-intensive manual activities. 
• Support the organization's strategic goals and direction. 
Because MIS supplies decision makers with facts, it supports 
and enhances the overall decision making process. MIS also 
enhances job performance throughout an institution. At the 
most senior levels, it provides the data and information to 
help the board and management make strategic decisions. At 
other levels, MIS provides the means through which the insti-
tution's activities are monitored and information is distributed 
to management, employees, and customers. 
Effective MIS should ensure the appropriate presentation for-
mats and time frames required by operations and senior man-
agement are met. MIS can be maintained and developed by 
either manual or automated systems or a combination of both. 
It should always be sufficient to meet an institution's unique 
business goals and objectives. The effective deliveries of an 
institution's products and services are supported by the MIS. 
These systems should be accessible and useable at all appro-
priate levels of the organization.[8] 
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2 RISKS ASSOCIATED WITH MIS 
Risk reflects the potential, the likelihood, or the expectation of 
events that could adversely affect earnings or capital. Man-
agement uses MIS to help in the assessment of risk within an 
institution. Management decisions based upon ineffective, 
inaccurate, or incomplete MIS may increase risk in a number 
of areas such as credit quality, liquidity, market/pricing, in-
terest rate, or foreign currency. A flawed MIS causes opera-
tional risks and can adversely affect an organization's moni-
toring of its fiduciary, consumer, fair lending, Bank Secrecy 
Act, or other compliance-related activities. 
Since management requires information to assess and monitor 
performance at all levels of the organization, MIS risk can ex-
tend to all levels of the operations. Additionally, poorly pro-
grammed or non-secure systems in which 
data can be manipulated and/or systems requiring ongoing 
repairs can easily disrupt routine work flow and can lead to 
incorrect decisions or impaired planning.[2] 

 

3 IMPORTANCE OF RISK MANAGEMENT 
Risk management encompasses three processes: risk assess-
ment, risk mitigation, and evaluation and assessment. Section 
3 of this guide describes the risk assessment process, which 
includes identification and evaluation of risks and risk im-
pacts, and recommendation of risk-reducing measures. This 
paper describes risk mitigation, which refers to prioritizing, 
implementing, and maintaining the appropriate risk-reducing 
measures recommended from the risk assessment process. 
Section 5 discusses the continual evaluation process and keys 
for implementing a successful risk management program. The 
DAA or system authorizing official is responsible for deter-
mining whether the remaining risk is at an acceptable level or 
whether additional security controls should be implemented 
to further reduce or eliminate the residual risk before author-
izing (or accrediting) the IT system for operation. 
Risk management is the process that allows IT managers to 
balance the operational and economic costs of protective 
measures and achieve gains in mission capability by protect-
ing the IT systems and data that support their organizations’ 
missions. This process is not unique to the IT environment; 
indeed it pervades decision-making in all areas of our daily 
lives. Take the case of home security, for example. Many peo-
ple decide to have home security systems installed and pay a 
monthly fee to a service provider to have these systems moni-
tored for the better protection of their property. Presumably, 
the homeowners have weighed the cost of system installation 
and monitoring against the value of their household goods 
and their family’s safety, a fundamental “mission” need.[11] 
The head of an organizational unit must ensure that the organ-
ization has the capabilities needed to accomplish its mission. 
These mission owners must determine the security capabilities 
that their IT systems must have to provide the desired level of 
mission support in the face of real-world threats. Most organi-

zations have tight budgets for IT security; therefore, IT securi-
ty spending must be reviewed as thoroughly as other man-
agement decisions. A well-structured risk management meth-
odology, when used effectively, can help management identi-
fy appropriate controls for providing the mission-essential 
security capabilities. 
 
3.1 KEY ROLES OF RISK MANAGEMENT 
Risk management is a management responsibility. This section 
describes the key roles of the personnel who should support 
and participate in the risk management process. 
-Senior Management. Senior management, under the stand-
ard of due care and ultimate responsibility for mission accom-
plishment, must ensure that the necessary resources are effec-
tively applied to develop the capabilities needed to accom-
plish the mission. They must also assess and incorporate re-
sults of the risk assessment activity into the decision making 
process. An effective risk management program that assesses 
and mitigates IT-related mission risks requires the support 
and involvement of senior management. 
-Chief Information Officer (CIO). The CIO is responsible for 
the agency’s IT planning, budgeting, and performance includ-
ing its information security components. Decisions made in 
these areas should be based on an effective risk management 
program. 
-System and Information Owners. The system and infor-
mation owners are responsible for ensuring that proper con-
trols are in place to address integrity, confidentiality, and 
availability of the IT systems and data they own. Typically the 
system and information owners are responsible for changes to 
their IT systems. Thus, they usually have to approve and sign 
off on changes to their IT systems (e.g., system enhancement, 
major changes to the software and hardware). The system and 
information owners must therefore understand their role in 
the risk management process and fully support this process. 
-Business and Functional Managers. The managers responsi-
ble for business operations and IT procurement process must 
take an active role in the risk management process. These 
managers are the individuals with the authority and responsi-
bility for making the trade-off decisions essential to mission 
accomplishment. Their involvement in the risk management 
process enables the achievement of proper security for the IT 
systems, which, if managed properly, will provide mission 
effectiveness with a minimal expenditure of resources. 
-ISSO. IT security program managers and computer security 
officers are responsible for their organizations’ security pro-
grams, including risk management. Therefore, they play a 
leading role in introducing an appropriate, structured meth-
odology to help identify, evaluate, and minimize risks to the 
IT systems that support their organizations’ missions. ISSOs 
also act as major consultants in support of senior management 
to ensure that this activity takes place on an ongoing basis. 
-IT Security Practitioners. IT security practitioners (e.g., net-
work, system, application, and database administrators; com-
puter specialists; security analysts; security consultants) are 
responsible for proper implementation of security require-
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ments in their IT systems. As changes occur in the existing IT 
system environment (e.g., expansion in network connectivity, 
changes to the existing infrastructure and organizational poli-
cies, introduction of new technologies), the IT security practi-
tioners must support or use the risk management process to 
identify and assess new potential risks and implement new 
security controls as needed to safeguard their IT systems.[7] 
-Security Awareness Trainers (Security/Subject Matter Pro-
fessionals). The organization’s personnel are the users of the 
IT systems. Use of the IT systems and data according to an 
organization’s policies, guidelines, and rules of behavior is 
critical to mitigating risk and protecting the organization’s IT 
resources. To minimize risk to the IT systems, it is essential 
that system and application users be provided with security 
awareness training. Therefore, the IT security trainers or secu-
rity/subject matter professionals must understand the risk 
management process so that they can develop appropriate 
training materials and incorporate risk assessment into train-
ing programs to educate the end users.[1] 
 

3.2  RISK ASSESSMENT 
Risk assessment is the first process in the risk management 
methodology. Organizations use risk assessment to determine 
the extent of the potential threat and the risk associated with 
an IT system throughout its SDLC. The output of this process 
helps to identify appropriate controls for reducing or eliminat-
ing risk during the risk mitigation process, as discussed in 
Section 4. 
Risk is a function of the likelihood of a given threat-source’s 
exercising a particular potential vulnerability, and the result-
ing impact of that adverse event on the organization. 
To determine the likelihood of a future adverse event, threats 
to an IT system must be analyzed in conjunction with the po-
tential vulnerabilities and the controls in place for the IT sys-
tem. Impact refers to the magnitude of harm that could be 
caused by a threat’s exercise of a vulnerability. The level of 
impact is governed by the potential mission impacts and in 
turn produces a relative value for the IT assets and resources 
affected (e.g., the criticality and sensitivity of the IT system 
components and data).  

4  RISK MITIGATION  
Risk mitigation, the second process of risk management, in-
volves prioritizing, evaluating, and implementing the appro-
priate risk-reducing controls recommended from the risk as-
sessment process. 
Because the elimination of all risk is usually impractical or 
close to impossible, it is the responsibility of senior manage-
ment and functional and business managers to use the least-
cost approach and implement the most appropriate controls to 
decrease mission risk to an acceptable level, with minimal ad-
verse impact on the organization’s resources and mission. 
This section describes risk mitigation options, the risk mitiga-
tion strategy , an approach for control implementation, control 

categories, the cost-benefit analysis used to justify the imple-
mentation of the recommended controls, and residual risk .[5] 

 
4.1 RISK MITIGATION OPTIONS 
Risk mitigation is a systematic methodology used by senior 
management to reduce mission risk. Risk mitigation can be 
achieved through any of the following risk mitigation options: 
-Risk Assumption. To accept the potential risk and continue 
operating the IT system or to implement controls to lower the 
risk to an acceptable level 
-Risk Avoidance. To avoid the risk by eliminating the risk 
cause and/or consequence (e.g., forgo certain functions of the 
system or shut down the system when risks are identified) 
-Risk Limitation. To limit the risk by implementing controls 
that minimize the adverse impact of a threat’s exercising a 
vulnerability (e.g., use of supporting, preventive, detective 
controls) 
-Risk Planning. To manage risk by developing a risk mitiga-
tion plan that prioritizes, implements, and maintains controls 
-Research and Acknowledgment. To lower the risk of loss by 
acknowledging the vulnerability or flaw and researching con-
trols to correct the vulnerability 
-Risk Transference. To transfer the risk by using other options 
to compensate for the loss, such as purchasing insurance. 
The goals and mission of an organization should be consid-
ered in selecting any of these risk mitigation options. It may 
not be practical to address all identified risks, so priority 
should be given to the threat and vulnerability pairs that have 
the potential to cause significant mission impact or harm. Al-
so, in safeguarding an organization’s mission and its IT sys-
tems, because of each organization’s unique environment and 
objectives, the option used to mitigate the risk and the meth-
ods used to implement controls may vary. The “best of breed” 
approach is to use appropriate technologies from among the 
various vendor security products, along with the appropriate 
risk mitigation option and nontechnical, administrative 
measures.[3] 

 
4.2   RISK MITIGATION STRATEGY 
 
Senior management, the mission owners, knowing the poten-
tial risks and recommended controls, may ask, “When and 
under what circumstances should I take action? When shall I 
implement these controls to mitigate the risk and protect our 
organization?” 
This strategy is further articulated in the following rules of 
thumb, which provide guidance on actions to mitigate risks 
from intentional human threats: 
 
-When vulnerability (or flaw, weakness) exists ? 
 implement assurance techniques to reduce the likelihood of a 
vulnerability’s being exercised. 
-When a vulnerability can be exercised ? 
 apply layered protections, architectural designs, and adminis-
trative controls to minimize the risk of or prevent this occur-
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rence. 
-When the attacker’s cost is less than the potential gain ? 
apply protections to decrease an attacker’s motivation by in-
creasing the attacker’s cost (e.g., use of system controls such as 
limiting what a system user can access and do can significant-
ly reduce an attacker’s gain). 
-When loss is too great ➞ apply design principles, architectur-
al designs, and technical and nontechnical protections to limit 
the extent of the attack, thereby reducing the potential for loss. 
The strategy outlined above, with the exception of the third 
list item (“When the attacker’s cost is less than the potential 
gain”), also applies to the mitigation of risks arising from envi-
ronmental.[10] 

 
 
5 EVALUATION AND ASSESSMENT 
 

In most organizations, the network itself will continually be 
expanded and updated, its components changed, and its soft-
ware applications replaced or updated with newer versions. In 
addition, personnel changes will occur and security policies 
are likely to change over time. These changes mean that new 
risks will surface and risks previously mitigated may again 
become a concern. Thus, the risk management process is ongo-
ing and evolving. 
This section emphasizes the good practice and need for an 
ongoing risk evaluation and assessment and the factors that 
will lead to a successful risk management program.[4] 

 
5.1 GOOD SECURITY PRACTICE 
 
The risk assessment process is usually repeated at least every 3 
years for federal agencies, as mandated by OMB Circular A-
130. However, risk management should be conducted and 
integrated in the SDLC for IT systems, not because it is re-
quired by law or regulation, but because it is a good practice 
and supports the organization’s business objectives or mis-
sion. There should be a specific schedule for assessing and 
mitigating mission risks, but the periodically performed pro-
cess should also be flexible enough to allow changes where 
warranted, such as major changes to the IT system and pro-
cessing environment due to changes resulting from policies 
and new technologies.[6] 

 

6 CONCLUSION 
 

Organizations can analyze the extent of the risk reduction 
generated by the new or enhanced controls in terms of the 
reduced threat likelihood or impact, the two parameters that 
define the mitigated level of risk to the organizational mis-
sion.A successful risk management program will rely on (1) 
senior management’s commitment; (2) the full support and 
participation of the IT team; (3) the competence of the risk as-
sessment team, which must have the expertise to apply the 
risk assessment methodology to a specific site and system, 

identify mission risks, and provide cost-effective safeguards 
that meet the needs of the organization; (4) the awareness and 
cooperation of members of the user community, who must 
follow procedures and comply with the implemented controls 
to safeguard the mission of their organization; and (5) an on-
going evaluation and assessment of the IT-related mission 
risks.[12] 
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